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Disclaimer

Garrity, Graham, Murphy, Garofalo & Flinn P.C.. This document reflects certain views of the author, who is a
member of the Garrity Graham team. Observations and views contained herein are subject to change without notice
and may differ from, or be inconsistent with, the views of Garrity Graham and other Garrity Graham personnel..
Neither this report nor the information contained herein should be relied upon in substitution for the exercise of
independent judgment. This document is intended for your use only and may not be transmitted to other persons
without our express written consent.
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Operational Risk

Definitions of Operational Risk

B Risk of loss resulting from failed or inadequate people, processes, systems
or external events.

B Includes legal risk.

B Not only ‘Operations Risk’

B All risk that is not market or credit risk.

B Includes many risks already managed in the firm:
B SOX

BCP

Info Security

Compliance

Legal

Operations
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Categories of Operational Risk

B Internal Fraud

B Losses due to acts of a type intended to defraud, misappropriate property or circumvent regulations, the law
or company policy, excluding diversity/discrimination events, which involves at least one internal party.

B External Fraud

B Losses due to acts of a type intended to defraud, misappropriate property or circumvent the law, by a third
party.
B Employment Practices and Workplace Safety

B Losses arising from acts inconsistent with employment, health or safety laws or agreements, from payment
of personal injury claims, or from diversity/discrimination events.

B Clients, Products & Business Practices

B Losses arising from an unintentional or negligent failure to meet a professional obligation to specific clients
(including fiduciary and suitability requirements), or from the nature or design of a product.

B Damage to Physical Assets

B Losses arising from loss or damage to physical assets from natural disaster or other events.
B Business Disruption and System Failures

B Losses arising from disruption of business or system failures
B Execution, Delivery & Process Management

B Losses from failed transaction processing or process management, from relations with trade counterparties
and vendors.
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Impacts of Operational Risk

B Impacts of operational risk events include:

m Financial
Economic losses
B Reputational
Adverse publicity
M Legal and regulatory
Fines and settlements
B Client and customer
Client dissatisfaction
M Life safety

Employee safety compromised
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Conceptual Operational Risk Framework

B Basic Requirements

B |dentify, assess, Feporting
control/monitor & mitigate _
operational risk

B Considers all Op Risk
Categories

Measurement and Modeling

Independent function
Approved by the board
Subject to audit
Regularly updated
Integrated into business

Included in New Product
Approval activities

B Continue to evolve as
experience develops

Governance and Organization

Folicies and Procedures

Risk Appetite, Strategy, and Objectives

Culture and Awareness

*RCSA = Risk and Control Self Assessment
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